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Tue Jul 22 16:31:39 2008 Notified TAP-Wn32 driver to set a DHCP | P/ net mask of
10. 8. 0. 14/ 255. 255. 255. 252 on interface {B3DBC69A- FAA7- 4F5B- 9FOC- 398A061A0391}
[ DHCP-serv: 10.8.0.13, lease-tine: 31536000]

Tue Jul 22 16:31:39 2008 Successful ARP Flush on interface [14] {B3DBC69A-
FAAT7- 4F5B- 9FOC- 398A061A0391}

Tue Jul 22 16:31:39 2008 TEST ROUTES: 3/3 succeeded | en=3 ret=1 a=0 u/d=up
Tue Jul 22 16:31:39 2008 route ADD 10.8.0.0 MASK 255.255.255.0 10.8.0.13

Tue Jul 22 16:31:39 2008 RQUTE: route addition failed using Createl pForwardEntry:
BE- LB #AHY 4, [if index=14]

Tue Jul 22 16:31:39 2008 Route addition via | PAPI failed
Tue Jul 22 16:31:39 2008 route ADD 172.16.0.0 MASK 255.255.0.0 10.8.0.13

Tue Jul 22 16:31:39 2008 ROUTE: route addition failed using Createl pForwardEntry:
BE-oB#AHYET, [if index=14]

Tue Jul 22 16:31:39 2008 Route addition via | PAPI failed
Tue Jul 22 16:31:39 2008 route ADD 10.8.0.1 MASK 255. 255. 255. 255 10. 8. 0. 13

Tue Jul 22 16:31:39 2008 Warning: route gateway i s not reachable on any active
networ k adapters: 10.8.0.13

Tue Jul 22 16:31:39 2008 Route addition via | PAPI failed
Tue Jul 22 16:31:39 2008 Initialization Sequence Conpl eted

2. ROUTEDEEIOATVYRODEITHE
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Wed Jul 23 10:20:22 2008 OpenVPN 2.0.9 Wn32-M nGW[SSL] [LZQ built on Cct 1 2006

Wed Jul 23 10:20:22 2008 | MPORTANT: OpenVPN s default port nunber is now 1194, based on an
of ficial port nunber assignment by | ANA. OpenVPN 2.0-betal6 and earlier used 5000 as the
default port.

Wed Jul 23 10:20:22 2008 WARNI NG using --pull/--client and —ifconfig together is probably
not what you want

Wed Jul 23 10:20:22 2008 WARNI NG No server certificate verification nmethod has been
enabl ed. See http://openvpn.net/howo. htm #nitmfor nore info.

Wed Jul 23 10:20:22 2008 LZO conpression initialized
Wed Jul 23 10: 20: 22 2008 Control Channel MIU parms [ L:1574 D: 138 EF:38 EB:0 ET:0 EL: 0 ]

Wed Jul 23 10: 20: 22 2008 Data Channel MU parns [ L: 1574 D: 1450 EF: 42 EB: 135 ET:32 EL: 0
AF:3/1 ]

Wed Jul 23 10: 20: 22 2008 Local Options hash (VER=V4): 'd79ca330'

Wed Jul 23 10:20:22 2008 Expected Renpte Options hash (VER=V4): 'f7df56b8'

Wed Jul 23 10:20:22 2008 UDPv4 |ink |ocal (bound): [undef]:1194

Wed Jul 23 10:20:22 2008 UDPv4 |ink renmpte: XXX XXX XXX. XXX: 1194

Wed Jul 23 10:20:22 2008 TLS: Initial packet from XXX XXX XXX. XXX: 1194, sid=1de553af fcae763a

Wed Jul 23 10:20:22 2008 VERI FY OK:
dept h=1, / C=JP/ ST=Tokyo/ L=Togoshi / O=EXAMPLE. JP/ CN=swan. exanpl e. j p/ ermai | Addr ess=adm n@xanpl e.

ip

Wed Jul 23 10: 20: 22 2008 VERI FY OK: dept h=0,
| C=JP/ ST=Tokyo/ O=EXAMPLE. JP/ CN=ser ver/ enui | Addr ess=adni n@xanpl e. jp

Wed Jul 23 10:20:22 2008 Data Channel Encrypt: G pher 'BF-CBC initialized with 128 bit key

Wed Jul 23 10: 20: 22 2008 Data Channel Encrypt: Using 160 bit nmessage hash ' SHA1' for HWVAC
aut henti cation

Wed Jul 23 10:20:22 2008 Data Channel Decrypt: Cipher 'BF-CBC initialized with 128 bit key

Wed Jul 23 10: 20: 22 2008 Data Channel Decrypt: Using 160 bit nmessage hash ' SHA1' for HWVAC
aut henti cation

Wed Jul 23 10:20:22 2008 Control Channel: TLSvl, cipher TLSv1/ SSLv3 DHE- RSA- AES256- SHA, 1024
bit RSA

Wed Jul 23 10: 20: 22 2008 [server] Peer Connection Initiated with XXX XXX, XXX. XXX: 1194
Wed Jul 23 10:20: 23 2008 SENT CONTROL [server]: 'PUSH REQUEST' (status=1)

Wed Jul 23 10: 20: 23 2008 PUSH: Received control message: 'PUSH REPLY,route 10.8.0.0
255.255.255. 0, route 172.16.0.0 255.255.0.0,route-gateway 10.8.0.1, ping 10, pi ng-restart
120,ifconfig 10.8.0.12 255. 255. 255. 0"

Wed Jul 23 10: 20: 23 2008 OPTIONS | MPORT: tinmers and/or timeouts nodified
Wed Jul 23 10:20:23 2008 OPTIONS | MPORT: --ifconfig/up options nodified
Wed Jul 23 10:20: 23 2008 OPTIONS | MPORT: route options nodified

Ved Jul 23 10:20: 23 2008 TAP-WN32 device [ O—#JL T 7#i#E 2] opened: \\.\d obal \ { B3DBC69A-
FAA7- 4F5B- 9FOC- 398A061A0391} . t ap

Wed Jul 23 10:20:23 2008 TAP-Wn32 Driver Version 8.4
Wed Jul 23 10:20:23 2008 TAP- W n32 Mru=1500

Wed Jul 23 10:20:23 2008 Notified TAP-Wn32 driver to set a DHCP | P/ net mask of
10. 8. 0. 12/ 255. 255. 255. 0 on interface {B3DBC69A- FAA7-4F5B- 9F0C- 398A061A0391} [ DHCP- serv:
10.8.0.0, lease-tine: 31536000]

Wed Jul 23 10:20: 23 2008 Successful ARP Flush on interface [11] {B3DBC69A-
FAA7- 4F5B- 9FOC- 398A061A0391}

Wed Jul 23 10:20: 25 2008 TEST ROUTES: 2/2 succeeded | en=2 ret=1 a=0 u/d=up
Wed Jul 23 10:20:25 2008 route ADD 10.8.0.0 MASK 255.255.255.0 10.8.0.1 K!
Wed Jul 23 10:20: 25 2008 route ADD 172.16.0.0 MASK 255.255.0.0 10.8.0.1 &K
Wed Jul 23 10:20:25 2008 Initialization Sequence Conpl et ed

Wed Jul 23 10:21:15 2008 TCP/ UDP: d osing socket



Wed Jul 23 10:21:15 2008 route DELETE 172.16.0.0 MASK 255.255.0.0 10.8.0.1 !
Wed Jul 23 10:21:15 2008 route DELETE 10.8.0.0 MASK 255.255.255.0 10.8.0.1 !
Wed Jul 23 10: 21:15 2008 O osing TUN TAP interface

Wed Jul 23 10:21:15 2008 SI GTERM hard,] received, process exiting
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{$8% B MakeClientCKZip.sh
#!/bin/sh -f

if test $# -ne 1; then
echo "Usage: $0 <client?>"
exit
fi
cd /usr/local/etc/openvpn/easy-rsal keys

cat >$1. ovpn<<_ EOF

client

dev tap # tun | tap
proto udp # udp | tcp
port 1194

renote swan. exanple.jp 1194
;renmote my-server-2 1194

ca ca.crt
cert $l.crt
key $1.key
comp-1zo

persist-tun
persi st - key

rout e-delay 2

# redirect-gateway def-1

rverb 3
cmute 20
__EOF__

zip /tnp/sanple-$1.zip ca.crt $1.crt $1.key $1.ovpn
chrmod 600 /tnp/sanple-$1.zip
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| os | iR | #®R | "%

|

| Li nux-2.6.23 | ADSL NAPT)L—4%#H | O |ISPIXEAccess |
| Wndows2000 | ADSL NAPTL—#%#2F | O |1SPIXEAccess |
| WndowsXP | BESA 7Ty T | O |I1SPIdEMbIle |
| W ndows XP | ADSL NAPT JL— 4% #ZH O |ISPIXEAccess |
@) |

|
| W ndows XP | ADSL NAPT £E#F LAN |
| W ndows XP | ADSL NAPT JL—##RE |
| WndowsVi sta | ADSL NAPT JL—4#H |

| | SPI% EAccess. FonJL—%
| Forti Net Z3IDVPNA VR h—JUiFH |
O | ISPIxEAccess |
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